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This paper proposes a new multi-stage framework to analyze infrastructure resilience. For each stage, a ser-
ies of resilience-based improvement strategies are highlighted and appropriate correlates of resilience
identified, to then be combined for establishing an expected annual resilience metric adequate for both sin-
gle hazards and concurrent multiple hazard types. Taking the power transmission grid in Harris County,
Texas, USA, as a case study, this paper compares an original power grid model with several hypothetical
resilience-improved models to quantify their effectiveness at different stages of their response evolution
torandom hazards and hurricane hazards. Results show that the expected annual resilience is mainly com-
promised by random hazards due to their higher frequency of occurrence relative to hurricane hazards. In
addition, under limited resources, recovery sequences play a crucial role in resilience improvement, while
under sufficient availability of resources, deploying redundancy, hardening critical components and ensur-
ing rapid recovery are all effective responses regardless of their ordering. The expected annual resilience of
the power grid with all three stage improvements increases 0.034% compared to the original grid. Although
the improvement is small in absolute magnitude due to the high reliability of real power grids, it can still
save millions of dollars per year as assessed by energy experts. This framework can provide insights to
design, maintain, and retrofit resilient infrastructure systems in practice.

© 2011 Elsevier Ltd. All rights reserved.

1. Introduction

Modern societies are increasingly dependent on infrastructure
systems to provide essential services that support economic pros-
perity and quality of life [1]. Most of these infrastructure systems
are networked in nature and the failures of some system compo-
nents can result in the disruptions of other components via cascad-
ing failures. To understand infrastructure system performance
under random failures, manmade attacks and natural hazards,
some researchers have focused on the modeling and simulation
of cascading failures of infrastructure systems [2-5], while others
have addressed and modeled the systems’ restoration processes
[6-9]. The full consideration of both aspects is pertinent to infra-
structure system resilience, which facilitates communication to
the public and enables an informed adoption of infrastructure pro-
tection policies. In fact, the president of the United States [10] pro-
claimed that “Our goal is to ensure a more resilient Nation—one in
which individuals, communities, and our economy can adapt to
changing conditions as well as withstand and rapidly recover from
disruptions due to emergencies.” To realize this goal, designing and
striving for resilient infrastructure systems is essential.
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Regarding the definitions of resilience, they vary by discipline
and application. The ecologist Holling defined resilience at the sys-
tem level as “a measure of the persistence of systems and of their
abilities to absorb change and disturbance and still maintain the
same relationships between populations or state variables” [11].
The US Department of Homeland Security conceptualized resil-
ience as “the capacity of an asset, system, or network to maintain
its function during or to recover from a terrorist attack or other
incident” [12]. The Multidisciplinary Center for Earthquake Engi-
neering Research (MCEER) de fined resilience as “the ability of
the system to reduce the chances of shock, to absorb a shock if it
occurs and to recover quickly after a shock (re-establish normal
performance)” [6]. In addition, from a systems and information
engineering perspective, Haimes [13] defined resilience as the abil-
ity of the system to withstand a major disruption within accept-
able degradation parameters and to recover within an acceptable
time and composite costs and risks, while Aven [14], with a risk
management angle, defined resilience as the uncertainty about
and severity of the consequences of the activity given the occur-
rence of any types of events. More definitions are summarized in
recent publications [7,15]. As a synthesis of the available literature,
this paper defines resilience as the joint ability of infrastructure
systems to resist (prevent and withstand) any possible hazards, ab-
sorb the initial damage, and recover to normal operation.

To quantify or assess resilience, many researchers have pro-
posed different methods or frameworks. Bruneau et al. introduced


http://dx.doi.org/10.1016/j.strusafe.2011.12.004
mailto:min.ouyang@rice.edu
mailto:leonardo.duenas-osorio@ rice.edu
mailto:leonardo.duenas-osorio@ rice.edu
mailto:xing.min@rice.edu
http://dx.doi.org/10.1016/j.strusafe.2011.12.004
http://www.sciencedirect.com/science/journal/01674730
http://www.elsevier.com/locate/strusafe

24 M. Ouyang et al./Structural Safety 36-37 (2012) 23-31

a general framework to define seismic resilience of communities or
any type of physical and organizational systems and identified
some quantitative measures of resilience [6]. In this framework,
resilience includes four properties: robustness, redundancy,
resourcefulness, and rapidity, while resilience is quantified with
four interrelated dimensions: technical, organizational, social and
economic. Based on this framework, various studies have been car-
ried out to assess the resilience of practical engineered systems,
and quantify the resilience from different perspectives to support
improvement decisions. For instance, Chang and Shinozuka quan-
tified resilience as the probability that the system would meet both
robustness and rapidity standards in a specific event, with the
application to a water delivery system to compare two seismic ret-
rofit strategies [16]. Bruneau and Reinhorn related fragility func-
tions and seismic resilience in a single integrated approach for
acute care facilities, and the resilience level was measured by the
percentage of healthy population and the number of patients/day
that can receive service [17]. Combining the Bruneau’s seismic
resilience framework, input-output models and structural fragili-
ties, Reed et al. introduced a simple methodology to quantify engi-
neering resilience for subsystems of a multi-system infrastructure
system under extreme natural hazards [8]. Then, Cimellaro et al.
provided a resilience metric as the area beneath the performance
curve over a given period defined as the control time [9,18], while
Zobel presented different adjusted resilience metrics based on
robustness and rapidity, with the consideration of the preferences
and priorities of a given decision maker [19]. Also, Vugrin et al. [7]
reasoned that the quantification of system resilience should take
into account the recovery cost as an additional consideration rela-
tive to the prevailing studies on infrastructure resilience.

Most previous research is usually aimed at specific disruptive
events or single hazards, such as earthquakes, hurricanes or others,
while rarely considering system resistive, absorptive and restor-
ative capacities together, and not accounting for the occurrence
of joint hazards. Hence, this paper introduces a three-stage resil-
ience analysis framework that addresses current modeling gaps,
where a resilience parameter measures the joint ability of infra-
structure systems to resist (prevent and withstand) any possible
hazards, absorb the initial damage, and recover to normal operation
levels. The occurrence rates of different hazard types are also inte-
grated into an expected annual resilience metric. The rest of this
paper is organized as follows: Section 2 introduces the proposed
three-stage resilience analysis framework. A series of emerging
strategies from the literature to improve infrastructure resilience
are synthesized, and an expected annual resilience metric ade-
quate for both single hazards and multiple hazard types is also pro-
posed. Taking the power transmission grid in Harris County, Texas
as an example, Section 3 compares a conventional power grid mod-
el with several hypothetical resilience-improved models in terms
of the effectiveness of improvement strategies at different resil-
ience stages. Finally, Section 4 provides conclusions and includes
directions for future research.

2. Three-stage resilience analysis framework
2.1. Three-stage resilience concept

To propose a framework for resilience analysis, this section
introduces first a typical infrastructure system performance re-
sponse process following the occurrence of a hazard, as shown in
Fig. 1. The performance level can be measured by different metrics,
such as the amount of flow or services delivered, the availability of
critical facilities, the number of people served, and the level of eco-
nomic activity, which correspond to different dimensions of resil-
ience [6]. This paper mainly focuses on the technical dimension
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Fig. 1. Typical performance response curve of an infrastructure system following a
disruptive event.

of resilience, and the performance level is measured by the number
of normally operating components within an infrastructure system.

Note that the performance response process in Fig. 1 can be di-
vided into three different stages. The first stage (0 <t < tp) is the
disaster prevention stage from normal operation to the onset of
initial failure. It mainly reflects the resistant capacity of the system
as its ability to prevent any possible hazards and reduce the initial
damage level if a hazard occurs. Two indexes “hazard frequency”
and “initial damage level” together describe the resistant capacity
concept, and are taken as the resilience correlates in the first stage
of the proposed framework. The second stage (to <t < t;) is the
damage propagation process after initial failures. It mainly reflects
the absorptive capacity of the system as the degree to which it ab-
sorbs the impacts of initial damage and minimizes the conse-
quences, such as cascading failures. The maximum impact level
(1 —I'in Fig. 1) is used to measure the absorptive capacity and re-
garded as the resilience correlate in the second stage. The third
stage (t; < t < tg) is the recovery process during which system dam-
age information is collected for assessment, and resources are allo-
cated to restore performance. The new steady-state performance
level may be better or worse than the original performance state.
This stage mainly reflects the restorative capacity, which is the
ability of the system to be repaired quickly and effectively. Recov-
ery time and recovery cost together represent the restoration
capacity and help characterizing resilience in the third stage.

The three stages constitute together a typical infrastructure re-
sponse cycle to disruptions. The first stage mainly focuses on local
level impacts, translating hazards into component-level failures.
The second stage emphasizes system-level effects, translating initial
local component failures into system-level consequences. The third
stage characterizes the restoration response, translating external ef-
forts into system recuperation. To enhance system resilience,
improvement strategies can be grouped at different stages. Table 1
lists some sample strategies for enhanced infrastructure resilience
in practice.

In the case study of this paper, the power transmission grid in
Harris County, Texas USA is used as an example to illustrate capac-
ity enhancement approaches. As Harris County is located near the
Gulf Coast which experiences on average a hurricane once every
7 years [29], two main hazard types are considered: random haz-
ards and hurricane hazards. Random hazards are a collective name
for different hazard types, such as human errors, tree-induced fail-
ures, and animal related events, which only cause a small portion
of the infrastructure system components to initially fail, and that
in aggregate have a high degree of uncertainty.

To establish a resilience-improved power grid model in this
work, different feasible strategies are used at different stages. In
the first stage, the new power system has a reduced frequency of



M. Ouyang et al./Structural Safety 36-37 (2012) 23-31 25

Table 1

Sample strategies to improve infrastructure system resilience per response process stage.

Stage Stage resilience correlates Resilience improvement strategies [sample applications]

First stage (resistant
capacity)

Hazard frequency, initial
damage level

e Use risk management methods to identify and harden key components [20]
o Learn and improve from previous accidents using accident models, such as the Systems-Theoretic Accident Model

and Processes (STAMP) approach [21]

e Sense, monitor, and update system states in real time along with state visualizations based on emerging
infrastructure modeling techniques, such as Bayesian networks [22].

o Improve decision support platforms, staff training, and organizational culture to enhance situational awareness [23]

Second stage
(absorptive

Maximum impact level

a-n

capacity)

Third stage Recovery time, recovery
(restorative cost
capacity)

e Adjust infrastructure system topology [24]
e Design for system redundancy [25]
o Add self-healing and self-adapting infrastructure system response mechanisms [26]

o Establish efficient communication channels and coordination for rapid recovery response [27]
e Improve decision support platforms to quickly and accurately identify feasible recovery strategies [28]

random hazards by preventing the occurrence of possible accidents
according to lessons learned from previous accidents, by adopting
real-time monitoring for early warning of the potential accidents,
and by hardening some critical components identified by risk man-
agement methods so that they have improved fragility to resist
damage. In the second stage, the new power system is deployed
with energy storage and emergency generators in some power
substations so that the local customers can still get electricity after
the outages of the corresponding load substations. In the third
stage, the new system is provided with faster recovery responses
and optimized or sub-optimized recovery sequences. A numerical
example with the impact of these three-stage strategies on power
grid resilience is presented in Section 3.

2.2. Infrastructure resilience metric

As the hazard frequency is one of the stage resilience correlates,
this paper introduces a novel time-dependent expected annual
resilience (AR) metric as the mean ratio of the area between the
real performance curve and the time axis to the area between
the target performance curve and the time axis during a year. This
resilience metric differs from existing ones in that it can incorpo-
rate multiple inter-related hazards as follows:

{ i P(r)dt} { Jo TP(&)dt — STV AIA, (t)
R=E|-; =E T
[y TP(t)dt Jo TP(t)dt

(1)

where E[e] is the expected value; T is a time interval for a year
(T =1 year = 365 days); P(t) the actual performance curve, which is
a stochastic process; TP(t) the target performance curve, which
can be a constant line or a stochastic process; n the event occur-
rence number, including event co-occurrences of different hazard
types; N(T) the total number of event occurrences during T; t, the
occurrence time of the nth event which is a random variable; and
AlA,(t,) is the area between the real performance curve and the tar-
geted performance curve, called impact area, for the nth event
occurrence at time t,. Details for computing AlA,(t,) for different
hazard cases (single and multiple joint hazard types) are provided
in the subsections below. For practical applications, if TP(t) is a con-
stant line (as assumed in the case study), i.e. TP(t) = TP, and the
infrastructure system is restored to its original condition after each
event occurrence, then Eq. (1) reduces to the following:

TP x T —E[SATAIA(6)] - TP — E[ESN T AIA 6)]
AR = TP x T - P @
where the impact area AlA,(t,) is a random variable with high
uncertainties that is a function of the hazard types for the nth event,

and the remaining four stage resilience correlates: the initial dam-
age level from the hazards, the maximum impact level from the

hazards, the restoration time, and the restoration cost (efforts).
Hence, the resilience Eqgs. (1) and (2) are adequate for both single
hazards and multiple hazard types which include their simulta-
neous occurrence (i.e., the nth event may be the co-occurrence
event of different hazard types), capture the frequency variations
that may be present in N(T), and include fluctuations in AIA,(t,) as
it may also vary for the nth event due to the resource allocations
or the preventive measures taken for other hazard events. This con-
ceptual flexibility in Eq. (2) prevents its representation by a more
specific expression. Hence, to add specificity for illustrative pur-
poses, this paper assumes that the occurrence of each hazard type
h=1,2,..., His modeled by a Poisson process which is not unreal-
istic for hurricanes or random hazards, with respective occurrence
rates of ¢/' per year. Then, the expected annual resilience of Eq. (2)
can be specialized for both single hazards and multiple hazard

types.

2.2.1. Resilience under single hazard type

Under the assumption of Poisson processes governing the
occurrence of a hazard type, and considering each hazard indepen-
dent, the expectation term in Eq. (2) for a single hazard h is simpli-
fied as follows:

1 N(T) 1 (th)Ne_yhT
E{T ;AIAn(tn)] =5 Nx E[AIA”] - th[AIAh} 3)

N=0

where E[AIA"] is the expected impact area under hazard type h
accounting for all any possible hazard intensities. More specifically,
denote the hazard intensity by q", which can be a variable repre-
senting the maximum or average hazard intensity level at different
infrastructure component sites, or a vector of variables describing
the hazard intensity at each infrastructure component site, and also
define ¢"(q") as the probability density function for g" or the prob-
ability mass function ®"(¢q") if q" is a discrete variable. Then the
expectation term in the right hand side of Eq. (3) can be expanded
as follows:

E[AIA”] - E[E [AIA"(q“)H

- / E[AIA"(q")] 0" (q")dq"or 3" E[AIA"(q")| #"(¢")  (4)
qt T

where E[AIA"(g")] is the expected impact area under a given hazard
intensity g". If the distributions of initial damage level, the maxi-
mum impact level, the restoration time and the restoration cost
affecting AIA"(q") are known, Eq. (4) can be expanded accordingly.
Hence, Eq. (4) provides expressions for expected annual resilience
assessment under a single hazard type, while enabling integration
of all five identified resilience correlates if appropriately expanded.
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2.2.2. Resilience under multiple hazard types

Consider the general case with H types of hazards, each mod-
eled by a Poisson process with occurrence rate *, h=1,2,...,H,
and the mean duration u", h=1,2, ... H. Then, the co-occurrences
of multiple hazards can be also modeled by a Poisson process
[30,31], which simplifies the expectation term in Eq. (2) into the
following expressions:

1 M@ H H-1 H )
E|7 ST AlA(t) | = S EIAIAY + Y S AMEIAIAY)
n=1 h=1 h=1 i=h+1
H-2 H-1 H_ .
+3°05 ST UMEAIAT) + (5)
h=1 i=h+1 j=i+1
where
h h < hi 1 - < hij 1 S < S hijk
A:U—Zv +§ZZ” —EZZZv + (6)
i=1 i=1 j=1 i=1 j=1 k=1
i#h i#h j#hi i#h j#hi k#h,ij

=1 =
Jj#hi j#hi k#h,ij
H
A= N (8)
k=1
k#hij
Vi = oMl 4 ul) 9)
hij 040400 (40,1 ip, h,j
vV =" (u'u + u' + u') (10)
VR = M R (UM 4 utuiuk + ul e + uhuk) (11)

and o, /', %, /% are the mean occurrence rate of hazard type h,
mean co-occurrence rate of two hazard types (h, i), three hazard
types (h, i,j), and four hazard types (h, i, j, k), respectively; ", A" ;hi
are the mean occurrence rates of individual hazard types h without
accounting for the co-occurrence of hazard type h with other hazard
types, mean co-occurrence rate of two hazard types (h, i) without
accounting for the co-occurrence of hazard type hi with other haz-
ard types, and mean co-occurrence rate of three hazard types (h, i, j)
without accounting for the co-occurrence of hazard type hij with
other hazard types, respectively; and E[AIA"], E[AIA"], E[AIA™] are
the expected impact areas under one hazard type h, two co-occur-
rence hazard types (h, i) and three co-occurrence hazard types (h,
i, j), respectively, from possible hazard intensities. Note that calcu-
lating the co-occurrence rate of multiple hazards requires the mean
duration u" of each hazard type, but the value of u" is affected by the
restoration cost. Hence, it is possible to assign u" a value range in
advance given the restoration cost, so that a value range of the ex-
pected annual resilience can be computed to bound the real ex-
pected annual resilience. However, if the co-occurrence rates of
multiple hazards are neglected, it is not necessary to consider u",
and the expected annual resilience under multiple hazard types is
provided as follows:

TP Th vy BAR (@) (ah)dg" TP - S o EAIA" @) (")

P TP
(12)

The case study of this paper will consider this special case in
which each hazard type is modeled by a Poisson process while
the co-occurrences of different hazard types are ignored.

3. Case study for infrastructure resilience assessment

This section takes the power transmission grid in Harris County,
Texas USA as an example to simulate its resilience and discuss its
resilience-based improvements under multiple hazard types. The
original power system data is obtained from Platts [32]. Its geo-
graphical representation is shown in Fig. 2. There are 417 nodes,
23 of them are generators nodes and other nodes are all assumed
as load points or substations. These nodes are linked by 551 trans-
mission and sub-transmission lines with a total length of 2144.5 km.

3.1. Hazard types

As Harris County is located near the Gulf Coast which experiences
on average a hurricane of category 1 or higher about once every
7 years, this paper mainly considers two hazard types for illustrative
purposes: random hazards (which are mostly shared across power
systems regardless of location) and hurricane hazards.

3.1.1. Random hazards

Random hazards are a collective name for hazards, such as equip-
ment failures, vegetation (trees), animals, and human errors, which
only cause a small portion of the infrastructure system components
toinitially fail and are highly uncertain so that their damage impacts
are justifiable modeled as random failures. As the collection of ran-
dom hazards have different hazard sources, it is difficult to find a
realistic metric to quantify the hazard intensity. Hence, assuming
that the cumulative effect of random hazards can be quantified by
a single metric, this paper introduces an impact size metric for ran-
dom hazard intensity, with discrete values 1,2,3, ..., which deter-
mines the number of initial randomly failed components. Also,
some recent investigations on power system blackouts have shown
that the blackout time intervals for power systems approximately
satisfies the exponential distribution [33]. Hence, the random haz-
ards can be modeled by a Poisson process. According to historical
data [34,35], for the power transmission system in Harris County,
the yearly occurrence rate of random hazards is ¢! = 19/year, where
the superscript h = 1 indicates random hazards, while the distribu-
tion of the hazard intensity can be modeled by a power law distribu-
tion: @!(q'=x)=0.905x"37, 1<x<8, where x is the hazard
intensity level. The range limitation of x describes the empirical
small portion of initial failed components under random hazards
[35].

3.1.2. Hurricane hazards

For the hurricane hazards, their occurrences can be modeled by
a Poisson process as well [30,31]. Also, according to historical data
from 1900 to 1999 [35], the return periods of hurricanes with
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Fig. 2. A geographical representation of the power transmission grid in Harris
County, Texas.
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Table 2

Hurricane categories and their return period in Harris County, Texas.
Category q° 1 2 3 4 5
Wind speed (m/s) 33-42 43-49 50-58 59-69 >70
Return period in Harris County (years) 7 15 25 53 140
Category probability of a future hurricane &%(g?) 0.5333 0.1867 0.1479 0.0821 0.05

different categories in Harris County are listed in Table 2. The
empirical probability of a hurricane belonging to each category is
also computed and shown in the same table. Based on these data,
the occurrence rate of hurricane hazards with category 1 or higher
per year is +* = 1/7/ year, where the superscript h = 2 indicates hur-
ricane hazards. If wind speeds are used as the hurricane intensity
metric g2, and as the wind speeds at different infrastructure com-
ponent sites vary largely, the parameter g> should be a vector of
variables representing the wind speed at each infrastructure com-
ponent site of interest, and in theory the ¢?(q?) function should be
a joint probability density function. However, it is difficult to get
¢@*(g?) in practice, so this paper defines g? as the hurricane cate-
gory, i.e. g? €{1,2,3,4,5}, and uses the HAZUS-MH3 software to
generate 50 scenario-based wind fields for each g° to provide esti-
mates of wind gusts at each component site [36]. The discrete
probability distribution @%(g?) is shown in Table 2. To capture
the hurricane hazard geographical variability for a given a hurri-
cane intensity (category) during infrastructure performance
assessments, a pre-generated hurricane scenario is randomly se-
lected among those scenarios from HAZUS-MH3. The wind gust
speeds at different sites for different scenarios can then be used
in the required simulations to estimate system resilience under
hurricane hazards.

3.2. Original and hypothetical resilience-improved power grids

The expected annual resilience metric is computed for both the
original and improved power grids, where the key is to obtain the
expected impact area E[AIA"(q")] for each hazard h = {1,2} given ¢".
Hence, this subsection first presents the procedures to simulate the
real performance response curve for the power system given q", to
then calculate the AIA"(q") function. Details of the original and
hypothetically improved models are also introduced in this
subsection.

3.2.1. Procedures to simulate the real performance response curve
To model the power system response under a disruptive event,
and due to unavailability of power injection and line susceptance
data, this paper uses a complex network betweenness model [3].
If a substation betweenness exceeds its maximum capacity defined
as the product of its initial betweenness and a tolerance parameter
(tp), this substation fails operationally. This model has been vali-
dated to approximate the necessary yet not sufficient conditions
for operation [37]. In addition, to focus on the effectiveness of dif-
ferent resilience improvement strategies, this paper does not con-
sider a recovery model to describe the dynamic resource
mobilization process and the effects of different recovery costs
on recovery speeds [25], but simply models the recovery cost by
the amount of recovery resources, r, as a generic single value of
available resource units, and each damaged component is assumed
to only require one unit of resources for recovery. Here, one unit of
resources means a work team including repair crews, vehicles,
equipments and some replacement components. Fig. 3 gives the
flow chart to simulate the performance response of power systems
given g". As the recovery process in days or weeks scales is usually
much longer than the damage propagation process in seconds or
minutes scales, i.e. ty — t; > t; — tp in Fig. 1, the damage propaga-

Initialize system loads ‘

Simulate pertinent hazards and
estimate damage

I

3 Calculate new loads

Calculate the proportion of
surviving nodes at =0

l

r=ttresponse time ‘

l

7 ’ Allocate recovery resources ‘4—‘

‘ ’ Release recovery resources ‘

o

Record the simulation time and calculate
the proportion of surviving nodes

’ Record the performance response and ‘

13 compute the impact area

Fig. 3. Flow chart to simulate the performance response of infrastructure systems
under single hazards.

tion process is assumed instantaneous as an approximation in
the simulation. A description of Fig. 3 is as follows:

1. Calculate the initial node loads (betweenness) and node
capacities [3].

2. Simulate random hazards or hurricane hazards under given
q", h=1,2. For random hazards, randomly select q' compo-
nents to fail and assign each failed component a repair time,
which is the sum of a variable ¢ satisfying the uniform distri-
bution [0,3 h] and a variable 5 satisfying the exponential
distribution with mean value 5 h, as set by Anghel et al.
[38]. Here, ¢ describes the traffic time for dispatching
resources and # is the time to restore the failed components,
both in units of hours.

For hurricane hazards, randomly select a wind field from the
pre-generated hurricane scenarios per hurricane category ¢,
and obtain specific wind gusts at the site of each power sub-
stations and transmission lines. Then based on the compo-
nent fragility model proposed by Winkler [37], first
generate four damage probabilities p} > pM > pj > pP, corre-
sponding to four damage levels of the substations: low,
moderate, severe and complete. Compare these probabilities
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with a uniformly distributed random variable y € [0,1] to
determine the damage level realizations per substation.
Then, for each failed substation, assign a repair time in days
(d), which satisfies a normal distribution with mean value
(standard deviation) of 1d (0.5d), 3d (1.5d), 7d (3.5d) and
30d (15d) for low, moderate, severe and complete damage
levels, respectively, as suggested in HAZUS-MH3 [36]. Also,
for each transmission line, calculate its failure probability
according to Winkler’s fragility model [37] and then com-
pare this probability with a uniformly distributed random
variable y € [0,1] to determine its status. For each failed line,
assume its repair time satisfies a normal distribution with
mean value 1d and standard deviation 0.5d.

3. Remove the failed components from the network and recal-
culate the node loads.

4. Find the failed nodes violating their capacity limits. For each
failed node assign it a repair time, which is the sum of ¢ and
n, and then go to step 3; otherwise, go to step 5.

5. Calculate the proportion of surviving nodes, corresponding
to the impact level I. Mark the time ¢t = 0, as the time when
the performance curve sharply changes from 1 to I.

6. Move to time t = t + response time (for failure detections and
restoration decisions).

7. Allocate r resources to the unrestored components according

to the recovery sequences (determined in Section 3.2.2).

. Move to time t =t + 1 as the next restoration time.

9. Find the restored components with the repair time reaching
their preset values. If restored components exist, release the
resources and reallocate them to unrestored components,
and then go to step 10; otherwise, go to step 8.

10. Reconnect restored components, and calculate new network
loads. If they lead to new overloaded nodes, cancel the
reconnections and go to step 8; otherwise, go to step 11.

11. Get the new network topology of the stable system, and
record the time and the proportion of surviving nodes.

12. Assess whether all components have been restored. If so, go
to step 13; otherwise, go to step 8;

13. Record the real performance response duration for restora-
tion, and calculate the impact area AIA"(g").

o]

Repeat the above steps 500 times so that the expected impact
area E[AIA"(gq")] converges given q". With the value of E[AIA"(q")]
under different ¢" and taking the distributions of g" into consider-
ation, it is possible to calculate the expected annual resilience
under both single hazards and multiple hazard types according
to Eq. (12). Also, in the above simulation process, different
resilience improvement strategies from the first to the third stage
(Table 1) can be modeled in three groups of algorithm steps: 2, 3-5,
and 6-12, respectively. Details regarding these strategies for resil-
ience enhancement are introduced next.

3.2.2. Differences between original and hypothetical resilience-
improved grids

Preventive strategies or improvement resources may simulta-
neously affect the resilience under different hazard types. How-
ever, this paper does not focus on maximizing the interacting
mechanisms between the improvement resources (or strategies)
for a given hazard and their impacts on different hazard types.
Instead, the objective is to use typical and emerging strategies to
increase infrastructure resilience and illustrate their outcomes
(or the effectiveness from specific resource allocations) at different
stages associated with the simulation steps in the flow chart of
Fig. 3. Specifically, in the first resistant resilience stage and relative
to the original power grid, a resilience-improved system is
assumed to have a reduced frequency of random hazards from
19 to 17, which changes the value of occurrence rate 2! in the

resilience Eq. (12). Under hurricane hazards, the four types of sub-
station fragility curves that describe the probabilities of low, mod-
erate, severe and complete damage, are improved via their
logarithmic mean value by 1%, 0.5%, 0.2%, 0.1%, respectively, for
10% of the most critical substations. These substations are identi-
fied in terms of their maximum topological degrees. These
improvements are reflected in step 2 in the flow chart.

In the second absorptive resilience stage, relative to the original
power grid, a resilience-improved system is assumed to possess
energy storage and emergency generator capabilities (Table 1) in
10% of the critical substations. These substations are identified
according to their maximum topological degrees, and can still dis-
tribute power for a period of time (up to 24 h as the minimum
capacity value suggested by researchers [39]) after their failures.
These improvements are implemented and captured by steps 3-5
and 11 in the flow chart to update the proportion of surviving
nodes.

In the third restorative resilience stage, compared with the ori-
ginal power grid, a resilience-improved system is assumed to have
shorter recovery response time (reflected in step 6) and better
recovery sequences (reflected in step 7 and propagated through
steps 8-12). For the original power grid, the response time is 4 h
and the recovery sequences are determined randomly. These
assumptions are based on practical experience soon after disrup-
tion occurs. Typically, failures are reported by inefficient channels,
such as calls by customers, leading to incomplete information and
delays in failure detections by operators. This then leads to recov-
ery sequences that are not optimized and are usually based on the
time order of the failure reports. For the resilience-improved grid,
the response time is only 1 h and the recovery sequences are se-
lected according to the maximum node and link betweenness.
The larger the component betweenness, the closer its topological
distance (shortest path length) with the generators, and its priority
restoration is heightened.

According to above assumptions, this paper considers five sys-
tem cases to analyze and compare the effectiveness of the offered
improvement strategies at different stages: Case 0 is the original
grid, case 1 is the original grid with improvements in resilience
stage 1, case 2 is the original grid with improvement in stage 2,
case 3 is the original grid with improvements in resilience stage
3, and case 4 represents the original grid with improvements in
all three resilience stages.

3.3. Simulation results

This subsection analyzes the expected annual resilience of the
five system cases and compares the effectiveness of different strat-
egies under scenario hazards, random hazards, hurricane hazards,
and multiple hazards.

3.3.1. Performance response curve for scenario events

From the simulation results, given g", the average performance
response curve can be plotted for each hazard type. When the
recovery cost r is 30 as a typical scenario of limited recovery re-
sources in practice, Fig. 4a shows simulation results under random
hazards with g! =3, corresponding to the number of initial ran-
domly failed components, while Fig. 4b presents simulation results
under hurricane hazards with g =3, corresponding to the hurri-
cane category. Note that the time scales are different for the two
hazard types due to the different restoration times: hour scale
for random hazards and day scale for hurricane hazards.

Case 1 enhances the resistant capacity by reducing the fre-
quency ' of random hazards and ensuring smaller component fail-
ure probabilities under hurricane hazards. Under random hazards,
the performance response curve overlaps with the original grid
(Case 0) because in this plot the performance curve is the average



M. Ouyang et al./Structural Safety 36-37 (2012) 23-31 29

Random Hazards

~
o
~
—_

0.98 ?
0.97
ﬁf
0.96 # T
0.95
i

0.94 —+— Case 1
?ﬁ —o— Case 2

0.93 - Case 3
—%—— Case 4

——o—— Case 0

Average Power Performance Level

0 10 20 30 40 50 60 70
Time (Hours)

(b) 1 Hurricane Hazards

0.9 / j

03 ]
1]
06 f I
R
o

0.4

—o— Case 0

—+— Case 1

—o— Case 2

e —— Case 3

—%«— Case 4

5 10 15 20 25 30
Time (Days)

Average Power Performance Level

ERaSS

Fig. 4. Average performance response curves under singe hazards with a given scenario hazard intensity and r = 30 units of recovery resources. (a) Random hazards with
intensity q' = 3, corresponding to the number of initial randomly failed components. (b) Hurricane hazards with intensity g = 3, corresponding to the hurricane category.

system response under a given hazard intensity q' =3 (scenario-
based), which does not benefit from the reductions to the overall
hazard frequency #'. Under hurricane hazards, hardening some
critical substations is very effective (even for a scenario event),
not only for reducing the maximum impact level (1 — I from 0.68
to 0.51) but also for enhancing the performance response curve
due to less initial failed substations.

Case 2 improves the absorptive capacities to have energy stor-
age units or emergency generators for critical substations. Its per-
formance curve shows a decreased maximum impact level and
enhanced curve during the redundant periods (first 24 h) under
both hazard types. After depleting the redundant capacities, the
system performance level decreases to be the same as that of the
original grid. In addition, the effectiveness of redundancies under
hurricane hazards is less obvious than under random hazards, be-
cause the redundant capacities (1 day) relative to the total restora-
tion time under hurricane hazards (from days to weeks and even
months) are much smaller than under random hazards (several
hours to a few days).

Case 3 improves the restorative capacity to have rapid recovery
responses and better recovery sequences. Under random hazards,
the performance curve clearly shows the effects of prompt and
properly sequenced responses, as components start being restored
after 1 h relative to 4 h for the original grid. The effectiveness is
clearly shown in both hazard types—especially under random haz-
ards. The recovery speeds (slopes of the recovery part of the aver-
age performance response curves) increase and the impact area
reduces considerably.

Finally, when all three-stage improvement strategies work to-
gether (Case 4), the impact areas under both hazard types are re-
duced by almost 50% relative to that of the original grid.

3.3.2. Resilience under single hazards

The simulation results also provide the expected impact areas
E[AIA"(g™)] given different q" levels. Hence taking the hazard fre-
quency and the distribution of the hazard intensities into consider-
ation the calculation of the expected annual resilience is enabled
for single hazards according to Eq. (12) with H = 1. Fig. 5 shows
these results.

With an increase of r, the expected annual resilience increases
for each case, and finally reaches a steady value. Deploying redun-
dancies is the least effective strategy (Case 2), which is due to the
small redundant capacities for this kind of infrastructure system

(only 24 h). Adopting better recovery sequences (Case 3) is the
most effective single strategy, particularly under limited recovery
resources. When r is large, different single improvements are
equally effective under hurricane hazards, while prompt responses
work best for random hazards because of the smaller restoration
times.

When all three-stage improvements work together, the ex-
pected annual resilience improves significantly. However, for the
hurricane hazards, the improvement magnitude of Case 4 becomes
negligible relative to the random hazards under sufficient r. This is
mainly because the hurricane damaged components require long
restoration times so that accelerating the response time (Case 3,
a few hours ahead to start restoration) and deploying small-capac-
ity redundancies (Case 2, one day) contribute little to resilience
improvement.

In addition, although in Fig. 4b hardening critical components
(Case 1) is the optimum strategy to reduce the impact area under
hurricane category 3, in Fig. 5b adopting a better recovery se-
quence (Case 3) is the best strategy. This is because hurricanes
with category 1 and 2 hardly cause substation damage and only
lead to some line failures, so hardening substations takes no effect
for such hurricanes, which account for 72% (Table 2) of all hurri-
cane events. Hence, Case 3 has a larger expected annual resilience
than Case 1 when considering hazard frequencies in the resilience
metric.

3.3.3. Resilience under multiple hazards

This subsection analyzes the expected annual resilience under
multiple hazards in terms of Eq. (12) with H = 2. Fig. 6 shows that
the strategy of accelerating recovery responses and adopting better
recovery sequences in stage 3 is still the optimum one, particularly
under limited recovery resources r. Specifically, when r is only 10
units, the improvement magnitude (relative to Case 0) of the ex-
pected annual resilience of Case 3 is 25 times that of Case 2 and
4.4 times that for Case 1. Under sufficient r, the improvement mag-
nitude becomes smaller and it is only 2.7 times that for Case 2 and
1.6 times that for Case 1.

To compare the resilience under single hazards and the resil-
ience under multiple hazards, Table 3 presents the value of the ex-
pected annual resilience in different cases when r is large (1000
units). From the table, for each system case, the expected annual
resilience under hurricane hazards is larger than the resilience un-
der random hazards, which indicates that the power transmission
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Table 3
Expected annual resilience for different system cases under single hazards and
multiple hazards when the recovery resources are sufficient (r= 1000 units).

Hazard type Case 0 Case 1 Case 2 Case 3 Case 4
(%) (%) (%) (%) (%)
Random hazards 99.9040 99.9170  99.9120  99.9240  99.9390
Hurricane 99.9810 99.9810  99.9811 99.9812  99.9813
hazards
Both 99.8860  99.8980  99.8930  99.9050  99.9200

system in Harris County is more resilient under hurricane hazards.
This is mainly due to the small annual hurricane frequency (1/7
while it is 19 for random hazards). Hence, to easily improve the ex-
pected annual system resilience, efforts can focus on protection
from random hazards, although these efforts will not necessarily
be sufficient to withstand rare events. Effective strategies to jointly
address rare and typical events should be identified in a probabilis-
tic optimization approach, where interaction effects of resource
allocations are also explicitly modeled, thus going beyond the pro-
posed expected annual resilience AR.

In addition, Table 3 shows that when the three-stage strategies
work together, under different hazard types, the improvement
magnitudes relative to the original grid are 0.035% for random haz-
ards, 0.0003% for hurricane hazards and 0.034% under multiple
hazards. To verify the robustness of these results, it is possible to
compute the scenario-based resilience distribution from

AR = fOTP(t)dt/ fOT TP(t)dt, whose expected value is tantamount
to the resilience in Eq. (1). With the scenario-based resilience dis-
tribution from different hazard cases, and given a significance level
of 0.05, the confidence intervals for the improvement magnitudes
are respectively estimated as [0.026%,0.044%] for random hazards,
[0%,0.002%] for hurricane hazards and [0.025%,0.043%] under mul-
tiple hazards. These relatively small intervals indicate that the ob-
tained resilience improvement results are robust, despite the
resilience model having many input parameters and small absolute
expected resilience values.

Although the obtained improvement levels are small in abso-
lute terms, the saved economic losses may be significant. This is
because if the performance level metric is the fraction of customers
without outage instead of the proportion of surviving nodes, the
expected annual resilience metric will equal to the power reliabil-
ity metric used in the industry—the Average Service Availability In-
dex (ASAI), which is the ratio of the total number of customer
hours in which service was available during a given time period
to the total customer hours demanded. The two performance
level metrics are strongly correlated, so the expected annual
resilience in this paper has similar features to the power reliability
metric. The reliability of the US power grid (with transmission line-
length of approximately 300,000 km) is 99.97%, and the 0.03%
unreliability level costs the economy $150 billion per year [40].
The transmission line length in Harris County is 2 144.5 km; hence,
according to the line length ratio from the county to national level
(2144.5/300,000 = 0.007), a small resilience improvements may
still save millions of dollars per year in Harris County, Texas.

4. Conclusions

The performance response process of an infrastructure system
following a disruptive event is divided into three stages, reflecting
system resistant, absorptive and restorative capacities. These
capacities together determine system-level resilience in a quanti-
tative fashion. Taking the power transmission grid in Harris
County, Texas as an example, this paper uses a practical power grid
model and several hypothetical resilience-improved models to
compute their expected annual resilience under random hazards
and hurricane hazards. Results show that the expected annual
resilience is mainly compromised by random hazards due to their
higher frequency relative to hurricane hazards. In addition, under
limited recovery resources, adopting better recovery sequences is
the overall optimum single strategy. Under sufficient recovery
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resources, deploying redundancies, hardening critical components
and rapid recovery responses tend to be similarly effective. In addi-
tion, the expected annual resilience of the power grid with all
three-stage improvements increases 0.034% compared to the origi-
nal grid when recovery resources are not severely constrained. The
improvement is small, but it may save millions of dollars per year
in aggregate in the context of real power grid reliability perfor-
mance as assessed by energy experts.

Details of the proposed framework can be further refined in the
future. First, other dimensions of resilience, such as social, organiza-
tional and economic, should be addressed to provide a comprehen-
sive resilience analysis by using other parameters as the
performance level metrics, such as the availability of critical facili-
ties, the number of people served, or the level of economic activities.
Second, this paper provides a general formulation for the expected
annual resilience that is adequate for single hazards and multiple
hazard types including inter-hazard interactions, but the example
only addresses the case of inter-hazard independence for illustrative
purposes. Further studies on the inter-hazard interactions due to
preventive strategies are partially discussed in another study [41],
but their formal treatment and the optimal inter-hazard interac-
tions from co-occurrences of different hazard types are still the sub-
jects of future studies. Third, this paper only considers a few
resilience-based improvement strategies, while other strategies
(expanding Table 1) together with their estimated cost can also be
explored to find the optimum retrofit strategies for multiple hazards
under limited budget as in life-cycle cost-benefit studies, allowing
going beyond expected values of annual resilience. Fourth, it is also
worth to incorporate the proposed resilience analysis into larger
frameworks of infrastructure performance analysis, including their
interdependencies [42], such as the resilience parameter in dynamic
input-output inoperability models [43,44], along with their poten-
tial coupling with network-based methods and the achievement of
target risk-based design provisions.
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